FARHANG FATIH

CYBERSECURITY PRACTITIONER | ETHICAL HACKER | APPLICATION DEVELOPER | WEB DEVELOPER

CONTACT

e +964 771022 3232

M farhangfatih211@gmail.com

Q Irag-Sulaymanyah-Rania

SKILLS

¢ Penetration Testing

¢ Ethical Hacker

¢ Machine Learning

¢ Prompt Enginner

¢ Vulnerability Assessment
¢  Web Application Security
¢ Network Security

e Account Security Testing

¢ Linux System Administration

¢ Network Analysis
¢ Malware Analysis

¢ Cloud Security

¢ Flexibility and problem solving

¢ Secure Coding Practices
e Application Development
¢ Web Development

¢ Communication Skills

¢ Python Programming

e C# Programming

¢ Full Stack Developer

¢ Database Design (SQL)

e Customer Service

LANGUAGES

o Kurdish (Netive)
o English

EDUCATION

e PROFILE

Expert in cybersecurity and a skilled full-stack developer with numerous certification
credentials. Experienced in ethical hacking, cloud security, application security, and
analyzing threats/malware. Experienced in developing secure apps, websites, and
custom security tools, specializing in rapid development, privacy, and reliability.

Is a Linux enthusiast, works on offensive security, and has designed various custom
browsers, automation tools, and projects related to defense against maliciousware.

Experienced in performing phish tests, discovering the manner in which users are
authenticated, assessing the security of user accounts, and protecting entire systems
end-to-end, always in an ethical and professional manner. Fascinated by the latest
trends in web technology, UI/UX, and secure coding in mobile, web, and embedded
systems.

Brings together cybersecurity knowledge and software development skills in order to
create secure, modern, and scalable technology solutions.

WORK EXPERIENCE

Cybersecurity Researcher & Ethical Hacker 2021-PRESENT

e Conduct ethical hacking research in web network and application
security.

e Perform penetration testing in controlled environments to identify
vulnerabilities.

e |dentify SQL injection and authentication flaws.

e Develop malware research tools and secure testing environments.

e Conduct phishing simulations for training purposes.

e Strengthen account security through password testing and MFA
evaluation.

e Create custom security tools and perform network assessments.

e Use tools like Wireshark and Nmap for network assessments.

e Research cyberattack techniques and enhance security through
documentation.

e Develop secure applications and study cloud security.

Product Sales Specialist 2018-2022

e Manage direct and online product sales.

e Build strong customer relationships to increase sales volume.

e Track all orders to ensure complete customer satisfaction.

e Provide information and guidance to customers regarding best
products.

Digital Account Sales Manager 2020-2024

e Sell online accounts securely and reliably to customers.

e Process transactions and deliver accounts quickly and safely.
e Provide technical support to customers after the sale process.
e Ensure data protection during account ownership transfers.

e information Technology (IT)
o Raparin Technical and Vocational
Institute 2024 - 2026




PROJECT EXPERIENCE

Full Stack Web Security Dashboard

Designed and developed a secure dashboard for analyzing network activity, capturing logs, and monitoring device health.
Integrated authentication, role-based access, and secure APlIs.

Custom Browser Development

Created multiple custom browsers with built-in privacy features, request filters, isolation modes, and security testing capabilities.
AxiomBreak Al

Include 340+ Al Models , Use Only For Cybersecurity,Pen-testing,Ethical Hacking, It Uncensored Al

Malware Analysis Lab

Set up isolated VMs for analyzing malware behavior, building defensive crypters, and understanding detection-evasion tactics.
Secure Web App Projects

Built and deployed multiple secure web applications, focusing on database security, authentication, encryption, and API protection.
Mobile Application Development

Created secure mobile apps using Flutter; implemented login systems, backend connectivity, and secure data handling.

CERTIFICATIONS

Certified Cloud Security Practitioner - AWS
Certified AppSec Practitioner (CAP)

Certified AppSec Pentesting Expert (CAPenX)
Certified Network Security Practitioner (CNSP)
Bug Bounty Advanced

BurpSuite Tools for Web App Hacking
Practical Help Desk

Linux Fundamentals

Network Security - Great Learning
Programming 100: Fundamentals

Practical Security Fundamentals

SQL Injection Attacks

Malware Analysis Fundamentals

Google Al

Google CyberSecurity

REFERENCES: REFERENCES AVAILABLE ON REQUEST



